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Security Software Configuration
Windows XP:

By Jon Ellender

The following documentation has been to assist in configuration of windows firewall, as well
as provide a resource to identify the required services, ports, programs, and file groups to
configure 3" party Firewalls, A/V (Antivirus) and A/M (Antimalware) programs.

A. Firewalls

Please consult your I.T. Consultant for the best possible solution for your firewall needs.
There are 2 main options. One is Windows Firewall and secondly is a 3" party firewall.

Note: These steps are general overview of how to add ONLY E-woo software. Information on
configuring any other applications or ports, please visit Microsoft.com for more information.

A-1. Navigating to Windows firewall and turning on the service.

1. Click start
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2. Click Control panel (If “Control Panel is not listed see next line)
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Click Settings (advanced display mode only)
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3. Inthe left hand Colum, Please click “Classic View”
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4. Open “Windows Firewall” (SP2 or higher only on XP)
(On XP SP1 or earlier please choose network connections, right click, click properties,
click windows ICF tab Click “Configure” if you do not see “Windows Firewall Icon” in the

control panel.)
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5. Click Yes- If windows firewall warning appears “Firewall unable to start because the
Windows Internet connection firewall is disabled If error does not appear continue to
next step.

Windows Firewall X

Windows Firewall settings cannot be displaved because the associated service is not running.
Do o wank to skart the Windows FirewallfInternet Connection Sharing (IC5) service?

Windows Fumuﬂkmlp*wﬂa&tmnmty pressriting ueisuthonzed veess
hom gaming sccers boowour commoker | hmmﬂnh'hirutmnrmh

@ ¥ On [recommended)

Tl'ms:ﬂnuﬂuckacﬂﬂdsdusmnﬁmcmmﬂb}gluhz
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™ Don't allow enceplisns

Saleci thiz when you coreeect b publc setwonks in less securs
Joec b, su:haemw‘h ‘h’wwﬂm;tb-urmtfmdrﬂm'w'rﬂms
Firevesll Bocks prog on the Ekcephons Lab el be

@ D [reot recomme nded])

Lovgid g thiz zeting. Tummng off Windows Finesall map make thiz
campules mote yufnerable lo viruses and inlrudsrs,

‘Windows Fuesall iz using pour domain s=ibngs.

Cancel |
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7. Do NOT check the “Do not allow Exceptions” as this will override any exceptions you
create or add.
8. Click “Apply” to enable the settings changed.

A-2 Allowing specific programs to Windows Firewall exclusion list.
To add programs to the exclusion list in Windows firewall please follow the following steps.
1. Click “Exceptions” tab

General (‘(E;:e;;?; Advanced |

Your computer is not protected: him on Windows Firewal

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

& o6

This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.

|| plock all incoming connections
Select this option when you connect to less secure networks., All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

|@ 7 Off (not recommended)

Avoid using this setting, Turning off Windows Firewall will make this
computer more wulnerable to hackers or malicious software.

Tell me mare about these settngs
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2. Click “Add Program”

[ General | Exceptions | Advanced

\Windows Firewall is turned off. Your computer iz at risk of attacks and intrusionz
from outside sources such as the Internet. We recommend that you dick the
General tab and select On.

‘Windows Firewall iz currently using settings for the public network location.

To enable an exception, selectits check box:

»

Program or port el

[ BITS Peercaching

[ Connect to a Metwark Projector
Core Metworking

[ bistributed Transaction Coordinator
File and Printer Sharing
FileServer

[iscst Service

[Media Center Extenders
Microsoft Office Outlook

[ hetlogon Service

Metwork Discovery
[OPerformance Logs and Alerts

M- &

((nddprogiam... )| addport.. || Poperties || ook

.

[ Motify me when Windows Firewall blocks a new program

(oc J[ comel J[ aootr |

3. Choose the program desired (please see section E. for more information on which
programs are required)

Select the program you want to add, or dick Browse to find one that is nat
listed, and then dick Ok,

Programs:

@ Freecell
tl Hearts
87| Hosts File Editor B
L8 HwSetup =
& mieal

ﬁlnternet Explorer

|#| Mahjong Titans

"y Microsoft Office 50 Day Trial - Online

@Minesweep&r
M8 Modem Region Select i

Path: C, 'I,EBS]I“DEHH‘I,FHE_SEN'EF iﬁiééeruer.exe i @

‘Change scope.... [ Ok ][ Cancel ]

4. Click “Ok”
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5. Once added to the list, verify the program is listed, and the box is checked

Gengaral- Exceptions | Advanced |

Windows Firewall is turned off. Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On.

Windows Firewall is currently using settings for the public netwark location.
What are the risks of unblocking a program#

To enable an exception, selectits check box:

£

Program or port

[JBITS Peercaching

[Jcaonnect to & Metwark Projector
Core Metworking

[ Distributed Transaction Coordinator
File and Printer Sharing
[isCsT Service

[IMedia Center Extenders
Microsoft Office Outlook
[(retlogon Service

Metwork Discovery
[CJPerformance Logs and Alerts

I Mimrmmdm & Armimiode = e

m

IAddp{agr_am..: ] [ Add port... I I Properties. ] _[._)Firz'te

[ Matify me when Windows Firewall blocks a new program

[ oK ”Caﬂﬂﬂ][ Apply

6. To enable the exclusion check the box.

| General | Exceptions | advanced |

Windows Firewall is turned off. Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On,

Windowes Firewall s currently using settings for the public network location.

To enable an exception, selectits check box:

»

Program or port

[ BITS Peercaching

[ Connect to & Metwork Prajector

Core Metworking

[ Distributed Transaction Coordinator

File and Printer Sharing
QeFileserver

[Ji5CSI Service

[OMedia Center Extenders

Microsaft Office Qutiook

[ netlogon Service

Netwark Discovery

O Performance Logs and Alerts

| P Py

.

[Adudpgogram ] [ Add pert... ] [ Properties ] | Delete

[] Motify me vihen Windows Firewall blocks a new program

[ o [ concel J[ ooy

XP Security Documentation Rev. XP-4.0



7. To remove the exclusion, uncheck the box.
8. Repeat steps 1-5 to add more programs.

A-3 Add a specific port to Windows Firewall exclusion list.
To add a specific port to Windows firewall, please follow the following steps.

1. Click “Add port”

e BT R S
| General | Exceptions | Advanced |

Windows Firewall is turned off, Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On.

Windows Firewall is currently using settings for the public network location.
ithat are the risks of unblocking a program#

To enabie an exception, select its chedk box:

Program or port

[JBITs Peercaching i
CJconnect to a Metwork Projector

Core Metworking

[ Distributed Transaction Coordinator [ 4
File and Printer Sharing

FileServer

[1iSCSI Service

[OMedia Center Extenders

Micrasoft Office Outlook

Cretogon Service

Metwaork Discovery

[CJPerformance Logs and Alerts

MM mrmmdm A Arimin e e

m

l.ﬁ.ddpu:ugram... I(f Add part. .. -:bl Properties I Delete

[] Motify me when Windows Firewall blocks a new program

| ok || cancel || aooly

2. Name the port in the “Name:” box
3. Type the port number in “Port number:” box
4. Select rather this is a TCP port or a UDP port.
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[ Add 2 Port et |

IIze these settings to open a port through Windows Firewall. To find the
port rumber and protocol, consult the documentation for the program or
service you want to use,

Mame: -:I';,rpe"F;th MName Here
Port mumber: 1084
Protocol: @ TCP

) UpP

What are the risks of opening & port?

Change scope... Ok H Cancel ]

5. Click ok.

[ Add 2 Port =

|Ize these settings to apen a port through Windows Firewall, Ta find the
port rumber and protocol, consult the documentation for the program or
service you want to use.

Mame: -:I';,rpe"F;th Mame Here
Port mumber; 1084
Protocol: @ TCP

i1 UDP

What are: the risks of opening & port?

Change scope... Ok Cancel
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6. Verify the added port is listed.

_E;enera] Exceptions IAdyde

Windows Firewall is turned off, Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On.

Windows Firewall is currently using settings for the public netwaork location,
WWhat are the risks of unblodking a program#

To enable an exception, select its chedk bow:

Program or part o

[ routing and Remote Access
Rsupport RemoteCall Viewer

[ 5ecure Socket Tunneling Protocol
Skype

] 5MMP Trap
| Type Port Name here
CwWindows Collaboration Computer Name Registration Service

[ Windows Firewall Remote Management
[ Windows Management Instrumentation {WMI)

11

[ windows Media Player

[ windows Media Player Metwark Sharing Service

[CJwindows Meeting Space

| Y e P, finme Fa Tane Tallihar S Ae o smd=Hae g
l Add program... I [ Add part... 1 [ Properties ] : Delete

[¥] Motify me when Windows Firewall blocks a new program

[ Ok H Caneel H Apply
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7. To add the port to the exclusion list, check the box.

| General | Exceptions | Advanced

Windows Firewall is turned off, Your computer is at risk of attacks and intrusions

from outside sources such as the Internet. We recommend that you dick the
General tab and select Cn.

Windows Firewall is currently using settings for the public network location.
What are the rigks of unblocking A program?

To enable an exception, select its chedk box:

Program or port &2

CJrouting and Remote Access

Rsupport RemoteCall Viewer

[JSecure Socket Tunneling Protocal

Skype

C15MMP Trap
@Type Port Mame here

O wWindaws Collaboration Computer Marme Registration Service b
[ wiridaws Firewall Remote Management |
[ winidows Management Instrumentation (WML =
[Jwindows Media Player ‘
[(JWindows Media Player Metwork Sharing Service =
[Jwindows Meeting Space

-
LilimAdmim POmme dm Omme Callabhar=dine ComAd=bam

Add program. .. ] L Add port... J [ Froperties I ' Delete

[] Motify me when Windows Firewall blocks a new program

Lok | cance |[ apoly
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8. Click “Apply “ to save settings.

L:;Egrﬂ Exceptions | Advanced

Windows Firewall is turned off. Your computer is at risk of attacks and infrusions
from outside sources such as the Internet, We recommend that you dick the
General tab and select On,

Windows Firewall is currently using settings for the public network location.

¥What are the risks of unblocking & programs

To enable an exception, select its check box:

Program or port

[Jrouting and Remote Access

Rsupport RemoteCall Viewer

[ 5ecure Socket Tunneling Protocol

Skype

[ sHMP Trap

Type Port Marme here

[ windows Collaboration Computer Marme Registration Service
[ windows Firewall Remote Management

[ wWindows Management Instrumentation (WMD)

[ windows Media Player ‘
[ Windows Media Player Network Sharing Service |
[ Windows Meeting Space

I 7 e P Mame bn Meae Tallahaeabian o umd=dae

m

l.ﬁ.dd progran... I [ Add port... _] [ Properties ] Qé!.eite

[] Notify me when Windows Firewall blocks a new program

Lok J[ coned [ty )

9. Toremove the port from the exclusion list uncheck the box.

10. To add more ports to the exclusion list, follow steps 1-7 for each port desired.
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A-4. 3" party Firewalls

It is recommended that you first consult an I.T. Consultant before choosing, or installing
any 3" party Firewall on your system.
Please have an I.T. consultant administrate your program, and Port exclusion lists for 3

party firewalls.

Note: E-woo is unable to provide specific instructions for 3" party firewall software as
those settings, steps, and procedures vary firewall to firewall.

B. Services, Ports, Dynamic Ports, File Groups.

Recourse: This section identifies the specific Services, Ports, virtual ports, file groups.

B-1. Main Services
Nhservice
Hasp

Sqllight

Sql

Fileserv

Ezdent
Ezimplant

NowukwnNne

B-2. AnySensor (All Makes)

1. AnySensor.exe

2. Ezx.exe

3. Vakap.exe
B-3. Ports

1. 475 UDP
2. 1947 TCP
3. 3306 TCP
4, 1433 TCP
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19092 TCP
1433 TCP
19091 TCP
80 TCP

©® N o un

B-4 Dynamic Ports

Note: We DO NOT recommend anyone blocking any virtual ports. Virtual ports should
only be modified by Trained and Certified I.T. Consultants. Please do not attempt. Port
1.Range 52000-53000

B-5 Program Directories

B-5 A. EazyDent

1. %SystemRoot%\Eazydent4
2. %SystemRoot%\Eazydent

B-2. AnySensor & EzSensors (All Makes)

AnySensor.exe
EzSensor.exe
Ezx.exe

N o v ok

Vakap.exe

B-3. Ports

9. 475 UDP
10. 1947 TCP
11. 3306 TCP
12. 1433 TCP
13. 19092 TCP
14. 1433 TCP
15. 19091 TCP
16. 80 TCP

B-4 Dynamic Ports
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Note: We DO NOT recommend anyone blocking any virtual ports. Virtual ports should
only be modified by Trained and Certified I.T. Consultants. Please do not attempt. Port
1.Range 52000-53000

B-5 Program Directories

B-5 A. EasyDent4

3. %SystemRoot%\Easydent4
4. %SystemRoot%\Easydent

B-5 B. AnySensor & EzSensor

%SystemRoot%\AnySensor150
%SystemRoot%\AnySensor150N
%SystemRoot%\AnySensor100
%SystemRoot%\AnySensor100N
%SystemRoot%\EzSensor100
10. %SystemRoot%\EzSensorlSO
11. %SystemRoot%\EzSensor200

© 0 N o U

B-5 C. Ezimplant

1. %SystemRoot%\Ezimplant

B-5 D. Ez3D2009

1. %SystemRoot%\Ez3D2009

B-6 E. Hasp

1. %SystemRoot%\ProgramData\Microsoft\Windows\Start
Menu\Programs\Hasp License Manager
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C. A/V & A/M Security Software (3" Party)

C-1. Recommended Software
Not: E-woo recommends the following A/V (Antivirus) software as it has been tested to
not interfere with our software.

Avast Free/Pro Http://www.avast.com/
Malwarebytes Http://www.malwarebytes.orq/

C-2. 3" party Software

1. Please use section B for advanced or custom exclusion policies for 3 party A/V
and A/M Software by adding custom exclusions and permissions for “Full access”
or “Full control”.

Important Notice: It is recommended for even those software’s that normally do not
interfere with any given program, caution should be used when using software,
inspect files that are claimed to be ‘infected’ and verify what file it is and determine if
it could be a false positive.

While we recommend certain program’s for Anti-Virus/Anti-Malware (Spyware) we
recommend them on the basis that they are tested to normally not interfere with our
software. Detection rates are those of the respected companies and with any software
Supplemental scanning should be used with any system alike, manually by an I.T.
Consultant.
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